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This document is the intellectual property of Magpas Air Ambulance Air Ambulance

Who we are and what we do

We are:

Magpas Air Ambulance of Barnwell Road, Enterprise Campus, Alconbury Weald,
Huntingdon, PE28 4YF.

We are registered with the UK supervisory authority, Information Commissioner's Office
(ICO), in relation to our processing of personal data under registration number Z1006077.

What we do

Magpas Air Ambulance is a charity, based in Cambridgeshire, which provides critically ill
and injured patients with lifesaving care 24/7.

We are the data controller of personal information collected to help us provide and
Mmanage care to our patients.

Controller
Unless we notify you otherwise, we are the controller of the personal data we process

about you. This means that we decide what personal data to collect and how to process
it.

Purpose of this privacy notice

The purpose of this privacy notice is to explain what personal data we hold about you,
when you apply for a job with us and how we process it during the recruitment process.

This privacy notice also explains your rights so please read it carefully. If you have any

guestions you can contact us using the information provided below under the ‘how to
contact us’ section.

Who this privacy notice applies to

This privacy notice applies to you if you apply for a job with us, whether as an employee
or a consultant.
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What personal data is

‘Personal Data’ means any information from which someone can be identified either
directly or indirectly. For example, you can be identified by your name or other identifier.

‘Special category personal data’ is more sensitive personal data and includes information
revealing racial or ethnic origin, pollical opinions, religious or philosophical beliefs, trade
union membership, genetic data, biometric data for purposes of uniquely identifying
someone, data concerning physical or mental health or data concerning someone’s sex
life or sexual orientation.

Why we collect information about you

We will typically collect and use this information for the following purposes (other
purposes that may also apply are explained in our Data security and protection policy,
available on request):

o For the performance of an agreement with you or to take steps to enter into an
agreement

e For compliance with a legal obligation (eg our obligations to you as a volunteer
and health and safety legislation)

o Forthe purposes of our legitimate interests, but only if these are not overridden by
your interests, rights or freedoms

e Because it is necessary for carrying out obligations or exercising rights in law

o Forreasons of substantial public interest and regulatory requirements

e With your consent — we will ask for your consent prior to using photos or videos
(as described above) and/or if we ask you information about your demographic
data (eg your ethnicity). You do not have to provide this information.

Some special categories of personal data, such as information about health or medical
conditions, are processed to carry out legal obligations (such as those in relation to
persons with disabilities and for health and safety purposes).

We seek to ensure that our information collection and processing is always
proportionate. We will notify you of any material changes to information we collect or the
purposes for which we collect and process it.

The information we collect about you

When you apply for a position with us (whether as an employee or consultant) or submit
your CV (or similar employment information) to us, whether directly or through an agency,
or attend an interview in person or by remote means, we will collect your personal data.
This includes, but is not limited to:

e Your name, contact details (ie address, home and mobile phone numbers, email
address)

o Company details (where applicable)

o Date of birth and gender
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e Work history and employment positions held

e Salary, other compensation and benefits information

o Nationalilty, visa, work permit information (where applicable)

e Academic and professional qualifications, education and skills
e Photographs you may submit with your application

e Demographic information

» Records we create during interviews or correspondence with you
e Results of pre-employment screening checks, such as references or DBS checks

(where applicable)

e Any other information you chose to give us

Please note, when we receive references, we do so on a confidential basis. As a result,
we would never provide you with a copy of your reference from a referee.

We may also collect special category personal data in accordance with the Equality Act
2010. We will only do this, for example, to make reasonable adjustments to enable all
candidates to apply for vacancies, attend interview and to commence employment. This
is also necessary to ensure we meet our legal obligations when recruiting.

Purposes and bases for using your personal data

We will process your personal information for the following purposes and under the

following lawful bases:

Purpose

Lawful Basis for Processing

To assess your suitability for the role

Processing is necessary for taking steps to
enter into a contract with you or for the
performance of our contract with you (Article
6(1)(a) of the UK GDPR).

To make reasonable adjustments for you during
the interview process and comply with our legal
obligations under the Equality Act 2010.

Processing is necessary for us to comply with
our legal obligations (Article 6(1) (c) of the UK
GDPR).

For special category data, the additional basis
that we rely on relates to our obligations in the
field of employment and the safeguarding of
your fundamental rights (Article 9(2) (b) of the
UK GDPR and Schedule 1 part 1(1) of the DPA
2018).

To conduct pre-employment screening checks
including checking your identity and your right
to work in the UK

Processing is necessary for us to comply with
our legal obligations (Article 6(1) (c) of the UK
GDPR.

For special category data, the additional basis
that we rely on relates to our obligations in the
field of employment and the safeguarding of
your fundamental rights (Article 9(2) (b) of the
UK GDPR and Schedule 1 part 1(1) of the DPA
2018).
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To contact unsuccessful applicants about
future suitable vacancies

We will carry out this processing where you
have consented to us retaining your data and
contacting you about future vacancies based
on the skills set out in the records we hold about

you (Article 6(1)(a) of the UK GDPR).

Processing special category personal data

We will only process the more sensitive personal data, knows as ‘special category’
personal data where we meet one of the conditions required by law for doing so. This
includes complying with legal obligations or exercising specific rights in the field of
employment law. In some cases, we may ask you for explicit consent to process this type
of personal data.

We process special categories of personal data when we collect or process information
about your physical or mental health, or disability status, to ensure your health and safety
in the workplace and to assess your fithess to work and to provide appropriate workplace
adjustments.

How we collect this information

We collect most of the personal data directly from you in person, by telephone, text or
email.

However, we may also collect your personal data from third parties, such as referees and
recruitment agencies.

Who else we share your data with

We may share your personal data with service providers and suppliers to our business
who process personal data on our behalf. In such cases, our service providers and
suppliers are data processors only and may only use the data in line with our instructions
and not for any other purpose. This and other obligations are agreed in the contract
between us and the service providers and suppliers.

Within our organisation, your personal data will only be shared with those who need to
have access to it, which will primarily be our HR personnel and hiring managers.

How we keep your records confidential

The organisation has internal policies and controls in place to ensure that your data is
not lost, accidentally destroyed, misused or disclosed, and is not accessed by its
employees and specific volunteers in the performance of their duties. We limit access to
your personal information to those who have a genuine business need to know it. Those
processing your information will do so only in an authorised manner and are subject to a
duty of confidentiality.
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We also have procedures in place to deal with any suspected data security breach. We
will notify you and any applicable regulator of a suspected data security breach where we
are legally required to do so.

How long we retain your data

We only retain your personal data for as long as is necessary for the recruitment process.
If your candidacy is successful and you are employed or hired by us, your personal data
will be processed and retained as set out in our employees, workers, consultants and
contractor privacy notice, which will be provided to you with your employment paperwork.

If your candidacy is not successful, we will retain your CV, application details and
interview notes for six months (from the date we notified you we would not move forward
with your application) in order to inform you about any future vacancies we have that
may be of interest to you. Please let us know if you would like us to delete your records
before our retention period lapses and we will do so.

We will also retain personal data where it necessary to comply with our legal obligations
or as necessary in relation to legal claims. This is rare but may mean we need to retain
your personal data for longer than six months.

International data transfers

Your personal data will not be processed outside the UK.

Your rights and how to complain

You have certain rights in relation to the processing of your personal data, including the:

Right to be informed

You have the right to know what personal data we collect about you, how we use it, for
what purpose and in accordance with which lawful basis, who we share it with and how
long we keep it. We use our privacy notice to explain this.

Right of access (commonly known as a subject access request)
You have the right to receive a copy of the personal data we hold about you.

Right to rectification
You have the right to have any incomplete or inaccurate information we hold about your
corrected.

Right to erasure (commonly known as the right to be forgotten)
You have the right to ask us to delete your personal data.

Right to object to processing
You have the right to object to us processing your personal data. If you object to us using
your personal data for marketing purposes, we will stop sending you marketing material.
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Right to restrict processing
You have the right to restrict our use of your personal data.

Right to portability
You have the right to ask us to transfer your personal data to another party.

Automated decision-making
You have the right not to be subject to a decision based solely on automated processing
which will significantly affect you. We do not use automated decision-making.

Right to withdraw consent

If you have provided your consent for us to process your personal data for a specific
purpose, you have the right to withdraw your consent at any time. If you do withdraw your
consent, we will no longer process your information for the purpose(s) you originally
agreed to, unless we are permitted by law to do so.

Right to lodge a complaint

You have the right to lodge a complaint with the relevant supervisory authority, if you are
concerned about the way in which we are handling your personal data. The supervisory
authority in the UK is the Information Commissioner’s Office, which can be contacted:

Online: https://ico.org.uk/global/contact-us/

Telephone: 0303 123 1113

How to exercise your rights

You will not usually need to pay a fee to exercise any of the above rights. However, we
may charge a reasonable fee if your request is clearly unfounded or excessive.
Alternatively, we may refuse to comply with the request in such circumstances.

If you wish to exercise your rights, you may contact us using the details set out below
within the section called ‘How to contact us and our Data Protection Officer’. We may
need to request specific information from you to confirm your identity before we can
process your request. Once in receipt of this, we will process your request without undue
delay and within one month. In some cases, such as with complex requests, it may take
us longer than this and, if so, we will keep you updated.

How to contact us and our Data Protection Officer

If you wish to contact us in relation to this privacy notice or if you wish to exercise any of
your rights outlined above, please contact as by emailing the data protection officer:

dpo@magpas.org.uk

Changes to this privacy notice

We may update this notice (and any supplementary privacy notices) from time to time.
We will notify you of the changes where required by applicable law to do so.
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